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Housekeeping

e You have been muted upon entry. Please respect our
presenters and stay on mute if you are not speaking.

e Please share your questions in the chat. CHCANYS
staff will raise your questions to our speakers and
follow up as needed if there are unanswered
guestions.

e The webinar is being recorded and will be shared
after the session along with the slide deck.

e A webinar evaluation will be shared with participants
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Data Governance Presenter

Bachelor of Science in Organizational Leadership, Pennsylvania State University
Certified in EpicCare Ambulatory & Epic PB Resolute

AAPC Certified Professional Coder
eClinicalWorks® Super User and Implementation Specialist, 15 years

Multi-faceted experience spanning over 30 years in the healthcare industry:
» Operations and administration
* Outpatient clinics
* Physician clinics
* Hospital ancillary services

* Revenue Cycle Management

‘@it ) e Clinical Quality Program Initiatives
Jackie Simik, B.S., CPC-A y Frog
Healthcare EHR/Advisory Manager * Human Resources & Employee Relations
Pivot Point Consulting, A Vaco Company ¢ Reg U|atory & Com pliance

* EHR Implementation and Optimization
* Project Management
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Data Governance An Overview

Data governance is a model that establishes authority and management and
decision-making parameters related to the data produced or managed by the
enterprise

Goals, Strategies, Alignment s Data Access
l epe. . ecurl . . . .
Roles & Responsibilities [REEEGERE i Data Security & Risk Remediation
Policies & Procedures Data Preservation

J/ Technology

Stakeholder Engagement . Data Validation
Data Quality .
Programs Management & Data Cleanliness
. Management
Data Auditing Change Management

‘ © PIVOT POINT CONSULTING — ALL RIGHTS RESERVED 7
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Data Governance Roles & Responsibilities

Roles & Responsibilities Executive

* Executive Sponsor Sponsor

» Data Governance Steering Committee

* IT & Security Team

« Data ProduZers Risk &
Compliance

* Data Stewards Team

Hierarchical Structure

Matrix Structure IT & Security Data Producersjill Data Stewards

Risk &
Compliance Team

Executive Sponsor

Data Producers Data Stewards

‘ © PIVOT POINT CONSULTING — ALL RIGHTS RESERVED 8
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Data Governance Policy & Procedure

Data governance policy outlines the rules of engagement with data, overseeing
how you access data assets and what operations you carry out on those assets

Policies & Procedures DATA GOVERNANCE POLICY
 Establish a Charter or Guidelines

t PURPOSE
- P /
ur Ose CO e e purpose of this Dz(; emance Policy Is to establish guidelines and r the effectiv
ag ment, protection, and responsible use leawlh [COMPANY NA !E] Th PI icy aims lc
a q ality, qs-mvy and compliance with

« Definitions / Acronyms / Glossary of Terms G
* Responsible Stakeholders .

* Exemptions ,

* Related Policies and References m o s

stodians witin the organi zatio

Tms Policy applies to u employees, co endors, and authorized individuals who
andle, or manage data n half of [COM PANY NAME] It e nrnmp asses data of all types, inclu dr\qb (
llm(dl wslmodl mployee data, financial data, and intellectual property.

stewards or data

« Data owners are responsible for defining data classification, access controls, and data lifecycle
managemen t

« Change Management —

« Data will be classified based on sensitivity, criticality, and regulatory requirements.

* What change is needed and why A Vo AR S B
[ ] R i S ks VS . B e n efits 5. DATA ACCESS AND SECURITY

* Access lo data will be granted on a need-to-know basis, with user parmissions defined by data

¢ W h O d O es t h e C h a n g e i m p a Ct . ;w:‘erssecu rity measures, ’ludll\ encryption, authentication, and authorization, will be
« Are there any regulatory requirements impacted

"9
implemented to protec 2t daba fiom inauthortzed acsess and Breachon

Data Govemance Policy Page 10f 3
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Data Governance Change Management
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Data Governance Organizational Alignment

Strategy

U Ooo0oo

Goals

poooooo

What is the strategic plan of the organization?
What is the mission?

What are the values?

What are the requirements or regulations the
organization needs to follow?

What do you want to improve, internally or with the
patient population?

Roll up to the strategic plan

Know the why behind the goal

Determine how each area can contribute to the goal
How will the goal be measured?

How will you know the goal has been met?

What will the data be used for?

How will the data be validated/audited?

PLAN DO STUDY ACT (PDSA) FORM

Cycle #:

Start Date: End Date:

Project Title: Project Lead:
State: Task-related; Task:

Objective of this Cycle:

Develop a Change Test a Change

Aim Statement (WHAT YOU ARE TRYING TO ACCOMPLISH):

ure and clearly stated goal:
complish it:

* R hy is it important to do now:
*  Time Specific- anticipated length of cycle:

PLAN N\
\Swdy| 00 |
|
Test/Implementation Plan (THINK ABOUT WHAT CHANGES YOU CAN MAKE THAT WILL RES!
What change will be tested or implemented? Include how change will be conducted, who v

run and when it will be run unless already noted in Aim Statement above. (If needed, inclu¢
responsibilities and due dates.)

Internal Process

implement a Change

When will the collection of data take place?
How will the data (meas

ures or observations) be collected and displayed?

What decisions will be made based on data?

Do i i
(=

ol
Activities/Observations:

Record activiti i that were done in addition to

Prediction:

Data Collection Plan (THINK ABOUT HOW YOU WILL KNOW THE CHANGE IS AN IMPROVEN

What data/measures will be collected?

Who will collect the data?

those listed in plan (above):

om Plan above and evaluate learning. Complete analysis of th

Learning (Comparison of questions, predictions, and analysis of data):

Summary (Look at your data. Did the change lead to improvement? Why or why not?):

he data. Insert

BTN
ACT

Describe next PDSA Cycle: Based on the learning in “Study,” what Is your next test?

‘ © PIVOT POINT CONSULTING — ALL RIGHTS RESERVED
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Data Governance Data Quality & Management

Stakeholder Engagement Change Management

+ Key players that impact the ability to achieve goals / \ « Communication
« Current state vs. Future state » Collaboration
* Two-way Communication + Commitment

Program Management

l@ _E . Initiation Chial Date Ollioar
* Planning

“ + Executing @

<

L. Lead Data Stewards Key Business Unit Heads
Data Validation N

* Requirements | m
* Relevancy

* Clean data DATA GOVERNANCE COUNCIL

Data Auditing I g m l GUIDANCE

+ Establish key metrics and standards Lead Data Stewards
+ Auditing tool & results reporting
+ Communication & Education

Data Security & Risk Remediation ‘ wui i@ z &wiii
Data Data € g Data

/My, ° Security Access Policy
* Security & Risk Assessment
Nre - Ongoing Remediation Plan

SINULVLLING

DATA PROJECT GROUP DATA PROJECT GROUP

INITIATIVES

Steward Stewaed Data Custodians

https:/iwww ellipsisandco.com/perspectives/data-governance-101

‘ © PIVOT POINT CONSULTING — ALL RIGHTS RESERVED 12
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Data Governance Security & Risk

Risk Remediation

Technical IT & Hardware Enablement & Access
O Network U User Access
O Hardware U New
O Software Olnactive
O Installation 034 Party / Vendor
O Maintenance UEnd User Needs
O Interfaces O Hardware
O Data Science O Software
0 Reporting QO Security Rights
O Archiving O Help Desk

coooo O

Security & Risk Assessment

O Remediation Plan
Cybersecurity
Data Sharing / Interoperability
Disaster Recovery
Mobile APPs
Remote Access

‘ © PIVOT POINT CONSULTING — ALL RIGHTS RESERVED
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Data Governance Building Your Framework \

—J Technology

Roles & Responsibilities Policy & Procedure Strategy & Goals

Security & Risk

U Determine a Structure U Establish a Charter U Develop a Strategic Plan Q Stakeholder Engagement Q0 Technical
* Hierarchy * Define Purpose * Requirements ¢ Influencers/Key Players * Network & Domain
* Matrix + Define Processes * Regulations + Collaboration * Hardware/Software
* Glossary of Terms * Wants & Needs + Celebrate the Wins * Interfaces
Q Select a Sponsor
* Executive Leader 0 Change Management U Goal Setting U Management O Access & Enablement
+ Decision-maker + Create process * Specific + Status Reports * Onboarding
* Documentation * Measurable + Data Validation + Offboarding
O Build a Team * Request * Achievable » Change Process « 3 Party
» Steering Committee * Outcome * Relevant * Role vs. Security Rights
+ Key Leaders * Implementation * Time-bound Q Auditing
* Influencers * Pro vs. Retrospective O Security & Risk Assessment
« All Areas U Documentation O Responsibilities + Standardized Tools * Remediation Plan
Represented * Creation * Documenting * Regular Intervals * Disaster Recovery
* Review » Tracking * Trend Analysis * Cybersecurity
U Responsibilities + Standardization * Reporting * Education * Remote Access
* Assign Roles * History

+ Skill Set Requirements
* Job Descriptions

Training & Education

‘ © PIVOT POINT CONSULTING — ALL RIGHTS RESERVED 14
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Q&A

THANK YOU

JACKIE SIMIK, B.S., CPC-A
WWW.LINKEDIN.COM/IN/JACQUELINESIMIK/



http://www.linkedin.com/in/jacquelinesimik/

Data Governance Resources

Health & Human Services: HPH Cybersecurity Gateway
https://hhscyber.hhs.gov/

American Health Information Management Association (AHIMA)
https://www.ahima.org

The Office of the National Coordinator for Health Information Technology
https://www.healthit.gov/playbook/ambulatory-guide/data-governance/

Centers for Disease Control
https://www.cdc.gov/healthyyouth/evaluation/pdf/brief3b.pdf

Agency for Healthcare Research and Quality
https://www.ahrg.gov/ncepcr/tools/transform-gi/deliver-facilitation/healthit-advisor-handbook.html

Centers of Excellence Resource & Advisory Support
https://resources.data.gov/

‘ © PIVOT POINT CONSULTING — ALL RIGHTS RESERVED
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Questions?




=
§=re]

Continue the Conversation

Don’t miss the next session of this 3-part

Sav A series!

Session 2: Tuesday, October 15

“e An Introduction to Quality Programs

‘ We hope to see you then!

pate’

@ COMMUNITY HEALTH CARE ASSOCIATION of New York State chcanys.org



Please fill out our survey!

Please share your feedback using the survey link in the chat, the QR E

code, or the link in the follow up email!

Completing the survey helps us to provide relevant and helpful

information. Thank you in advance!

@
COMMUNITY HEALTH CARE ASSOCIATION of New York State chcanys.org
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